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Internet Filtering


Computer technology and Internet access is quickly becoming an integral part of our American educational system.  Our quest for knowledge and pursuit of creative expression drives our exploration into the ever-increasing links and pathways of the World Wide Web.  Among the hidden treasures of information waiting to be discovered are malicious predators and daunting spies.  As a teacher, one of my primary roles is to protect my students from harmful material. 
Consider some of the pros and cons of using internet filtering software.

	PROS
	CONS

	Instills a greater sense of security for parents.  By setting blocking parameters and monitoring programs, parents are in control even when they are not home.
	No security system is full-proof.  No filter blocks every objectionable site.  Computer savvy children have found means around the blocks such as using other languages.

	Filtering software is progressive in allowing parents to customize blockage parameters.  Some programs allow different parameters for different users.
	Sometimes a filter will block a harmless and useful site.  Deceptive URL addresses can slip through the filter.


	All filtering software offers some protection from the disclosure of personal information. Blocking outgoing information can protect children from predators.
	Many blocks are easy to dissolve or work around.  Con artists are masters of persuasion and alluring tutorials.


	Monitoring tools alert parents to online activities without blocking access to sites.  Monitoring does not interfere with program functioning.
	Monitoring logs of activity can create issues of distrust and resentment between family members.

	Kid oriented browsers and search engines limit screen results and provide safe zones.
	Keyword filters can slow down browsing time and may filter out good information.

	Web rating systems offer more information as to content and appropriateness to age level.
	Web rating systems are voluntary and not standardized.  

	Blacklist filters screen out sites and access based on given criteria.
	The Web changes every day with too many sites being added to be adequately screened for appropriateness.  Blacklists do not offer enough protection.

	Whitelist filters allow access to approved sites.
	Too much protection limits the availability of useful sites with beneficial information.

	Spyware can be tagged and blocked.
	

	Institutional surfwatch filters monitor productivity and offer data security.
	While legal liability issues can be avoided, employee personal privacy issues can be breached.



While Internet filtering software is not without flaw, it can be an effective deterrent to undesirable cyber space activities.  AUPs (Acceptable Use Policies) are an important addendum to filtering.  AUPs serve to establish institutional standards and a code of ethics. These policies allow users to exercise intellectual freedoms and promote creative design and application of knowledge.  AUPs promote accountability and responsible use of this informational tool.  At the same time, parental involvement and teacher interaction develop values and purposeful learning.
I work hard to build positive relationships and trust with my students.  I respect their viewpoints and acknowledge their questions.  It is important to gather ongoing education not only for myself and my students, but the parents as well.  While I want to protect my students from harmful materials and practices, my more immediate goal is to direct them to be discerning and informed.  I will use my influence as a teacher to “accentuate the positive.”
